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Story board
üProblem Statement
üAttack Surface and Overview
üProgramming environment
ü Enclave Life-Cycle
üDeveloping with SGX
ü SGX usage models



Are compute devices trustworthy?
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Reduced attack surface with SGX

üApplication gains ability to 
defend its own secret

üMalware that subverts 
OS/VMM, BIOS, Drivers etc. 
cannot steal app secrets

ü Single application environment
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SGX Programming Environment
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Enclave:
üHas its own code and data
üProvides Confidentiality
üProvides Integrity
üHas controlled entry points
ü Supports multiple threads
üHas full access to app 

memory



Intel SGX Technology
ü At its root, Intel SGX is a set of new CPU instructions that 

can be used by applications to set aside private regions of 
code and data

ü Allows app developers to protect sensitive data by rogue 
software running at higher privilege levels

ü Enable apps to preserve the confidentiality and integrity of 
sensitive code and data



SGX high-level HW/SW picture
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Life Cycle of Enclave
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Protection vs. Memory Snooping

ü Security perimeter is CPU package 
boundary

üData and code unencrypted inside 
CPU package

üData and code outside CPU 
package is encrypted and/or 
integrity checked

üExternal memory reads and bus 
snoops see only encrypted data



Developing with SGX
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Intel SGX Call Gates
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Intel SGX advantages

• Intel SGX, provides an ability to create a secure enclave [a secure 
memory area] within a potentially compromised OS

• You can create an enclave with the desired code, then lock it down, 
measure the code there and if everything is fine, ask the processor 
to start executing the code

• A nice surprise is that SGX infrastructure no longer depends upon 
the TPM to perform the measurement



SGX Technical Summary

ü Provides any application the ability to keep a secret
ü Provide capability using new processor instructions
ü Application can support multiple enclaves 

ü Provides integrity and confidentiality 
ü Resists hardware attacks 
ü Prevent software access, including privileged software

ü Applications run within OS environment
ü Low learning curve for application developers
ü Open to all developers** 

ü Resources managed by system software 



SGX usage models

ü Running a LibOS inside an enclave 
ü [https://www.usenix.org/system/files/conference/osdi14/osdi14-paper-baumann.pdf]

ü Running hadoop map-reduce jobs inside enclave
ü [http://research.microsoft.com/apps/pubs/?id=210786]

ü Building an encrypted file system using SGX to protect against 
cold boot attacks and DMA attacks
ü [Not published yet]

ü Running privacy protected genomics workload inside enclave
ü [Not published yet]
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