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Attack aurface
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Reduced attack aurface with SCGX

v Application gaing ability to

defend ite own gecret

v’ Malware that subverte
OS/UMM, BIOS, Drivers ete.
cannot gteal app secrete
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v Single application environment

ra
Attack Surface Ll




SGX Programming Environment
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Enclave

Enclave:

v Hag ite own code and data
v Provideg Confidentiality

v Provides [ntegrity

v"Hag controlled entry pointe
v Supporte multiple threadg
v Hag full access to app

memory



Intel SGX Technology

v' At ite root, Intel SGX ig a get of new CPOU ingtructiong that
can be uged by applicationg to get agide private regiong of
code and data

v' Allows app developers to protect sengitive data by rogue
software running at higher privilege levels

v' Enable apps to pregerve the confidentiality and integrity of
gengitive code and data



SGX high-level HW/SW picture
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Lite Cycle of Enclave
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Protection ve. Memory Snooping

v Security perimeter ie COU package
boundary

v'Data and code unencrypted ingide
CPU package

v'Data and code outside COU
package is encrypted and/or

integrity checked

@ v External memory reads and bug

snoops gee only encrypted data



Developing with SGX

Trugted Application
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Intel SGX advantages

* Intel SCX, provideg an ability to create a secure enclave [a secure
memory area] within a potentially compromised OS

« You can create an enclave with the degired code, then lock it down,
meagure the code there and if everything i fine, agk the procesgor
to efart executing the code

* Anice surprigeig that SGX infragtructure no longer depends upon
the TOM +to perform the meagurement



SGX Technical Summary

v Provides any application the ability to keep a secret
v" Provide capability uging new procegsor ingtructions
v" Application can gupport muttiple enclaves

v" Provideg integrity and confidentiality

v Regigte hardware attacke

v" Prevent goftware access, including privileged goftware
v' Applications run within OS environment

v" Low learning curve for application developerg

v" Open 1o all developere™

v" Regourcee managed by eystem goftware



SGX ugage modelg

v Running a LibOS ingide an enclave
v [httpe:/ /wuw.ugenix.org/ system/ filee/ conference/ osdildd/ osdil<d-paper-baumann pdf ]
v" Running hadoop map-reduce jobg ingide enclave
v’ [http:/ /recearchmicrogoftcom/appe/pube/?id=210786)
v Building an encrypted file system uging SGX to protect againgt
cold boot attacks and DMA attacke
v [Not publighed yet]
v" Running privacy protected genomicg workload ingide enclave
v [Not published yet]
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